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1	Decision/action requested
This document describes the SUPI guessing attacks, which could disclose the SUPI database for a dedicated network, and present the possible solution.   
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3	Introduction
For the initiation of authentication, UE has to conceal its SUPI by using ECIES scheme.  This paper describes the SUPI guessing attacks, which could disclose the SUPI database for a dedicated network, and discuss the possible solutions. 
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4.1	Problem description
4.1.1 	Generic 
5G system applies the ECIES scheme to concealing SUPI so that an attacker is unable to obtain the SUPI.  However, as shown in [1], an adversary could launch a SUPI guessing attack to ascertain whether a guessed SUPI is valid or not in the network. The reason for this is that the network responds to a Registration Request message in a different way considering whether the SUPI is valid or not.  As a result, the adversary could figure out the whole SUPI database to a dedicated network by repeating the SUPI guessing attack many times. Furthermore, the adversary could detemine whether a geninue SUPI (the guessed SUPI is verified) belongs to a dedicated victim or not. This is achieved by forwarding the Authentication Request message to the victim and observing the message type of  victim’s response.  
4.1.2 Details of SUPI guessing attack
Assumption for an attacker:
1. Know the network’s public key
2. Able to calculate SUCI from SUPI by using the algorithms specified in Annex C of TS 33.501
3. Able to send SUCI to the network
It is possible for an attacker to get the network’s public key. Although it is provisioned in UICC card, it may be leaked to ME for encrypting SUPI in ME.  Assumption 2 and 3 can be implemented in a ME. 
Attack steps:
The SUPI guessing attack can be illustrated in the following figure.


                                                                    Figure 1 SUPI guessing attack
The steps of the attack are detailed as follows:
1. The attacker guesses a SUPI, and converts it into SUCI by using the network’s public key. Then it sends the SUCI to the AMF/SEAF in the Registration Request message. 
2. The SEAF invokes the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Request message containing SUCI to the AUSF.
3. The Nudm_UEAuthentication_Get Request containing SUCI is sent from AUSF to UDM. 
4. Upon reception of the Nudm_UEAuthentication_Get Request, the UDM invokes SIDF to de-conceal SUCI to pbtain SUPI. The UDM determines whether there is the SUPI in the database. 
5. If SUPI is found in the database, the UDM selects the authentication method according to the SUPI. Then the UDM generates the authentication data including authentication vector and sends it to AUSF in the Nudm_UEAuthentication_Get Response message with “ 200 OK”. If SUPI is not found in the database, the UDM returns “404 Not Found” with “USER_NOT_FOUND” in the Nudm_UEAuthentication_Get Response message.
6. Upon reception of “200 OK”, the AUSF sends “201 Created”  to AMF/SEAF with UEAuthentictionCtx containing authentication vector in the Nausf_UEAuthentication_Authenticate Response message. Upon reception of “404 Not Found”, the AUSF sends ““404 Not Found” to to AMF/SEAF with “USER_NOT_FOUND”.
7. The AMF/SEAF sends RAND and AUTN to the UE (attacker) in the Authentication Request message in the case of “ 201 Created”. The AMF/SEAF sends the Registration Reject message with Cause#3 to the UE (attacker) in the case of “ 404 Not Found”. 
Notes: Cause #3 – Illegal UE
	This 5GMM cause is sent to the UE when the network refuses service to the UE either because an identity of the UE is not acceptable to the network or because the UE does not pass the authentication check.
In this stage, Cause#3 is used to indicate that an identity of the UE is not acceptable to the network, as the network has not authenticated the UE at this time. 
8. Upon reception of the Authentication Request message, the attacker can ascertain that the guessed SUPI is valid. Upon reception of the Registration Reject message with Cause#3, the attacker can ascertain that the guessed SUPI is not in the PLMN. 
The attacker could figure out whole SUPI database for a dedicated network by repeating the above mentioned attacks many times. 
The attacker further could determine whether the valid SUPI belongs to a dedicated victim or not. It forwards the received Authentication Request message to the victim. If the victim replies with the Authentication Failure message, then the valid SUPI does not match the victim. If the victim responds with Authentication Response message, then the victim with the valid SUPI is found.
4.2 Possible Solution
The root reason that an adversary can launch a SUPI guessing attack is that network will respond differently according to validity of the SUPI in the network. An intuitive solution is that the network will always return the Authentication Request message no matter whether the SUPI is valid or not. For the invalid SUPI, the UDM generates AUTN with the random number.
5 Proposal 
This document has identified that SUPI guessing attack is possible for an authentication procedure. SA3 is asked kindly to endorse this attack as a key issue to study. 
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